ACADEMIA DE STUDII ECONOMICE DIN BUCURESTI

SERVICIUL RETELE

Calea Dorobanti nr. 15-17, sector 1, Bucuresti, cod 010552, Romania
Telefon 021 319.19.00 / 021 319.19.01 int. 304, Fax 021 319.18.99

e-mail: it-suport@ase.ro / www.net.ase.ro

Instructiuni pentru utilizarea platformei de
autogestionare a parolei,
selfportal.ase.ro
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Serviciile Cloud se utilizeaza respectand Regulamentul privind resursele Cloud gestionate de catre ASE:
https://bit.ly/3BulLOW

Si

Serviciile de Date si comunicatii si conturile alocate se utilizeaza respectand Politica de securitate IT Tn cadrul ASE:
https://bit.ly/3]X5RIL

La prima autentificare se va solicita inrolarea MFA(Multi-factor authentication) cu

Google Authenticator

2

Google Authenticator
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1. Despre selfportal

https://selfportal.ase.ro este platforma dedicatd de autogestionare a parolei contului IDM/intranet. Principalul
scop al selfportal este de a oferi titularilor de cont IDM posibilitatea de a-si schimba singuri parola/debloca contul,
indiferent de locul in care se afla.

Dupa ce un utilizator s-a inrolat pe selfportal.ase.ro pentru MFA(Multi-factor Authentication), in cazul in care la un
moment-dat parola este uitata/furata, accesul la contul IDM poate fi recapatat prin intermediul zonei “Forgot your
password” de pe selfportal.ase.ro, iar daca un cont este blocat, poate fi deblocat din zona "Account locked out?".

Pentru siguranta contului, parola IDM trebuie sa respecte anumite criterii de securitate.
Unele platforme ASE permit autentificarea in mod direct pe baza contului IDM(webstudent.ase.ro), altele solicita o

identificare personalizata(online.ase.ro), altele solicita trecerea prin interfata selfportal.

2. Autentificare

Se acceseaza selfportal.ase.ro

ADSelfService Plds )

& Log In

ap Forgot your password?

ﬂ Account locked out?

In campul al lll-lea, daca nu este deja pre-completat, se selecteaza , ASE” inainte de a scrie username.

in campurile ,username” si ,,password” se introduc datele contului IDM, astfel:

Autentificare studenti:
Studentii noteaza usernamelDM urmat de sufixul ,@stud.ase.ro”(numeprenumexx@stud.ase.ro) + parola IDM

& Log In

testulacheanal3@stud.ase.ro

............ parola IDM

W

’ Forgot your password?

a Account locked out?
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Autentificare angajati/colaboratori ASE:
Angajatii/Colaboratorii noteaza username fara sufix (doar username) + parola IDM.

6 Lag In

profesoreminent username IDM

Imediat dupa prima autentificare, se vor prezenta termenii si conditiile de utilizare a serviciului

User Disclaimer

The information contained on ASE website (the "Service”) is for general information purposes only. ASE assumes no
responsibility for errors or omissions in the contents on the Service.

In no event shall ASE be liable for any special, direct, indirect, consequential,or incidental damages or any damaages
whatsoever, whether in an action of contract, negligence or other tort, arising out of or in connection with the use of
the Service or the contents of the Service. ASE reserves the right to make additions, deletions, or medification to
the contents on the Service at any time without prior notice. ASE does not warrant that the website is free of viruses
or other harmful components.

The information contained on ASE website (the "Service") is for general information purposes only.

I, Agree

Cancel
Welcome! This portal offers you the power of password self-service!
L » Password Reset: Securely reset your machine password without help desk assistance.
. = Account Unlock: Unlock your account when you get locked out without help desk assistance.

Enroll now to enjoy these benefits! m

Pentru siguranta contului IDM, se va solicita automat configurarea MFA(Multi-factor authentication) cu Google
Authenticator.
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Please enroll for the forced verification methods enabled for your account.

@ Google Authenticator

1. Install Google Authenticator.
2. Open the app, and tap + to add an account.

3. Using the app, scan the QR code image given below.

4. Enter the code generated by your authenticator app

Step 1 of 1

Dupa inrolare MFA, aplicatia Google Authenticator trebuie pastrata instalata pe telefon!

3. SCHIMBARE parola in modul autentificat

in modul autentificat, se poate schimba parola din meniul “Change Password” — noua parol3 trebuie s3 respecte
majoritatea criteriilor de complexitate enumerate in pagina.

Applications Change Password Enrcllment

Change Password &

" old Password
” New Passwoard

* Confirm New Password

Minimum length should be at lzast ©

Mumber of spacial characters to include 2

Must contain at least 1 upper case character(s)

Mumber of numerzls ta include 1

Must not be = palindroms

Must not contzin any charactar more than 2 times consecutively
Must not have 5 consecutive character(s) from username

Must not contain restricked patterns List

You can ignore complexity rules if password length is at least 20

Must contain at least 1 lower case character(s)

Change Password Cancel
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4. Inrolare MFA — setare informatii suplimentare pentru recuperarea
accesului la cont

Daca nu exista o inrolare MFA cu Google Authenticator(solicitata la prima autentificare), aceasta se poate realiza
prin scanarea codului QR(daca autentificarea este realizata in browser web pe PC/laptop).

Please enroll for the forced verification methods enabled for your account.
Q Google Authenticator
1. Install Google Authenticator.

2. Open the app, and tap + to add an account.

3. Using the app, scan the QR code image given below.

4. Enter the code generated by your authenticator app

Step 1 of 1

Persoanele autentificate pe telefon nu vor putea scana un cod QR, ci se vor afisa instructiuni pentru inrolare
manuala in Google Authenticator.

Dupa inrolare MFA, aplicatia Google Authenticator trebuie pastrata instalata pe telefon!

Tn meniul “Enroliment” existd posibilitatea de a seta suplimentar fata de Google Authenticator, MFA Recovery pe
baza de coduri fixe pentru o eventuala recuperare ulterioara a contului(in cazul uitarii/pierderii parolei):

Enrolled Verification Methods

sted below. Learn more

% Manage

e Google Authenticator

You can use the code generated by the Google Authenticator app to prove yvour identity,  #

% MFA Recovery

You can use backup venfication codes if you are unable to prove your identity. &

Codurile de backup generate pot fi descarcate sau salvate ca imagine.
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Generated Backup Verification Codes

Backup Verification Codes help prove your identity if you lose access to your registered MFA device or are

unable to prove your identity wvia the enrolled MFA methods. Once you create a new set of 5 backup codes, the
old ones become inactive.

Backup Verification Codes

1. twg2 7ism
2. hreg bq
3. Gjet ; gq
4. hpln " dg

5. 18vh th 8f5v

Generated Time: 2022/09/23

[4=

Save as text & Send Email & Print

cose

5. Cum procedez cand schimb telefonul pe care am Google Authenticator?

Atunci cand se schimba telefonul pe care este configurat Google Authenticator, se realizeaza o autentificare pe

selfportal.ase.ro, in meniul “Enrollment” se acceseaza iconita care reprezinta simbolul unui creion si se alege
optiunea dorita astfel:

Change Password Enrollmeant

)]
" '\.?J

Enrolled Verification Methods

You'll be asked to werify your identity using any of the methods listed below. Learn more
¥ Manage
g Google Authenticator
You can use the code generated by the Google Authenticator app to prove your identity. #
20220923 09:37 AM
Registered Authenticator app bt

Google Authenticator on your smart device Verified

Remove Davice Change Phone
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Optiunea “Change Phone” va genera afisarea unei ferestre n care se solicita o inrolare MFA cu alt dispozitiv:

Google Authenticator b

1. Install Google Authenticator
2. Open the app, and tap + to add an account.

3. Using the app, scan the QR code image given below.

4. Enter the code generated by your authenticator app

Optiunea ,Remove device” va elimina o inrolare suplimentara, atunci cand exista cel putin 2 Tnrolari
MFA(exemplul de mai sus, cand se schimba telefonul). Daca inrolarea MFA este realizata doar pe un singur
dispozitiv, optiunea Remove Device este inutilizabila.

Confirm Action X

—, Are you sure you want to remove thiz enrollment

W) data?

Atunci cand nu mai exista acces la aplicatia Google Authenticator pe care este configurat contul de
student(telefon pierdut), este recomandat sa contactati it-suport @ase.ro.
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6. RESETARE parola atunci cand cea veche a fost uitata

Tn cazul Tn care parola a fost uitata, titularul contului DEJA INROLAT MFA acceseazd zona ,,Forgot your password”,
se completeaza domeniul ,,ASE” + username(+ sufix) + codul Captcha si se apasa , Continue”. Pentru studenti, lipsa
sufixului dupa username va duce la imposibilitatea recuperarii parolei contului.

Optiunea disponibila doar conturilor IDM preinregistrate MFA!

& logmn & logmn

f Forgot your password? f Forgot your password?
testulacheanail9@stud.ass.ro testulacheanale 7
ASE v ASE v
L) in—] do c; grmdos /:q “._3)}1

Bl Account locked out? B ~ccount locked out?

Se noteaza codul generat de Google Authenticator configurat la prima autentificare pe selfportal.

Please check your Google Authenticator App

Enter the code that appears on your app

312,

Having trouble? Use backup code. (3)
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Reset Password

" New Password

* Confirm New Password

Minimum length should be at least @

Mumber of spacial characters to include 2

Must contain at least 1 upper case character{s)

Mumber of numerals to include 1

Must not be 2 palindrome

Must not contain any character more than 2 times consecutively
Must not have 5 consecutive characteris) from username

Must not contain restricted patterns List

“fou can ignore complexity rulas if password length is at least 20

Must contain at least 1 lower case character(s)

Type the characters you see in the picture below.

oo

Letters are not case-sensitive

Cancel Reset Password

Password reset successful for the following account(s)

+ 510 07 - ASE

Back to home

Aplicatia transmite email de confirmare a schimbarii parolei pe adresa institutionala de email.
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7. Acces la aplicatii
Din zona Applications exista link direct catre:

- zona de autentificare pentru verificarea emailului(se va solicita separat introducerea parolei emailului)
- contul Microsoft

8. Contul a fost blocat pentru autentificari esuate
Atunci cand o platforma ASE pe care autentificarea se realizeaza in baza contului IDM afiseaza un mesaj care include
cuvintele ,account locked”, este recomandata accesarea zonei “Account locked out?” de pe
https://selfportal.ase.ro/ (optiune disponibild doar conturilor IDM preinregistrate MFA)

Flease check your Google Authenticator App
E Account lockaed out?

Enter the code that appears on your app

Letters are not case-sensitive

m Having trouble? Use backup code, (3

ASE ~

k\:.’lﬁ\“«} Type the Captcha

. |

Unlock Account

Your identity has been verified successfully. Please proceed with the self service action.

Cancel! Unlock Account

Mesajul de mai jos va fi afisat Tn cazul in care contul nu era suspendat.

Unlock account failed for the following account(s)

& Si/ 3787 T -ASE - Cannot unlock the user The user account is not locked.

Click here to troubleshoot | Try again | Back to home
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9. Deconectare din cont
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